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Abstract. Privacy is a knowrissue in ubiquitouzomputing, exasperated

by an oft-cited feature of ubiquitous computing irvisibility. Dangers of
invisible computing are interfaces that do not give peoplentesledtools

of awareness&nd control tounderstand andhape the behavior of theys-

tem. Bydefinition, ubiquitous computingsystemsare socio-technical, en-
compassing three environments: social, techniealjphysical. Weargue

that addressing opresenting solutions iany oneenvironment alone can-

not solve the privacy issue in ubiquitooemputing. Privacy isaddressed
best by giving users methods, mechanisms, and interfaces to understand and
then shape the system in all three environments. We introduce PNiacy

rors, a framework fodesigning socio-technicalbiquitous computingsys-

tems that will integrate into people’s on-going needs, practices, values, and
aesthetic sensibilities.

1 Motivation

An oft-cited feature ofubiquitous computing (ubicomp) isvisibility [31]. When
donewell, designing forinvisibility leads tocomputing environments thare inte-
gratedinto people's on-goingheeds, practicesyalues, and aestheticsensibilities.
Invisible computing ofteteveragesmplicit input from peopletherebyminimizing
the threshold o€ffort required togain benefits from the systerflowever, invisible
computing has manglangers asvell. An example ofthis danger is asystem that
secretly collects informatioanddisseminates that information inappropriately. An-
other example is a system that normally transmits data, bufatiiss not relayed to
an unknowing new user of the system. Such sys@msot well integratedinto the
social practices of their users. Clearly, privacy is an issue in ubicomp [17].

More subtledangers ofnvisible computingare interfaceshat do not givepeople
the needed tools of awarenes®l control to understand andhape the behavior of the
system. Too often ubicomgesigners favothe benefits of implicit input without
considering the dangers of invisibility. For example, a systemtithelts the location



of a cell phone may make it easier for others, incluédimgrgencyassistance, tdind

the user. However, without reasonabiterfacesthat convey howhis information is
disseminated and logged, people are left to trust that the systesidmers haveimi-

lar values and will “do the right thing.”

This lack ofawarenessndcontrol is not simply grivacy issue, addressing the
guestion “Do the wrong people knothings aboutme?” It presentsfundamental
issues in people natnderstandinghe capabilities of a systenand thus notbeing
able to shape that system to meet their particular needs, practices, valueesthetic
sensibilities. Without thdormer (understandinthe system), the latter (shaping the
system) is impossible. Current ubicomp systdrage no mechanism for people to
reflect upon the system, tgeehow theyand their informationaffect, contribute,
interact, or participate in thgystem. Understandinghe system also means helping
users to understand the limitations and constraints of a system. For example, a kitchen
system that helps a person maintginceries inthe house willhavesensing limita-
tions, which may balynamic,based orsensorsandsituations.Effective use ofthis
tool requires understanding what the sensing system missed so that acpersom-
pensate. As ubicomp systems rely on implicit sensing that is naturally ambiguous or
error-prone, designers must help users comprehend the limitations of the system.

2 Related Work

Becauseour focus is on ubicomp systeraadprivacy, the work that influences our
research is varied and numerous. &veobviously influenced bythe variousprivacy
guidelines and legislation from the United States as well as those iradEurope.
An early precursor tabicomp systems imediaspaces. Walraw on previous re-
search inthis area, especiallthe work of Victoria Bellottiand Abigail Sellen with
their notion ofcontrol andfeedback. Other influences on ouesearch include Tom
Erickson and Wendy Kellogg’'s work on social translucgrgtemsand StephenKap-
lan and Rachel Kaplan’s work in environmeralchology. We willdescribe these
related topics in greater detail in the rest of the paper.

3 Understanding and Shaping the System

Ubicomp systemsare inherently socio-technical. By definition, ubicomp systems
cover three environments: social, technieaigiphysical. Ubicomp, like othezom-
putational systems;reates aechnical environment. Moreover, ubicoreppouses
computation being ubiquitous, being off the desktm] being proliferatedthrough-

out the physical environment. The physical environment is then an integral part of
ubicomp. And much like groupwareubicomp enables people to leennected, not

only in work but also in play. This makes the systmmthe users part of a social
environment. Thesthree environmentésocial, technical, physicaBre intrinsic to
ubicomp systems and are tightly integrated to each other — a change in caféeutill
another. For example, in anstrumentedroom, changing the lightingonditions



(physical environmenthange)will affect camera angberhapsvision performance
(technical environmenthange)and consequentlymay change usage dhe system
(social environment change). Thus, when we use the term “understandisigaping
the systeni’ we meanunderstandin@gnd shaping the social, technicand physical
environments.

Thus addressing or presenting solutions in any one environment alone cannot solve
the privacy issue in ubicomp. Speaking about privaaycontrol in mediaspaces, a
precursor toubicomp, Paul Dourish wroté,..we suggest that a purelyechnical
notion of protection and control is not only inappropriate, but impossible” [5]. And
Victoria Bellotti and Abigail Sellen pointedbut, “...it is dangerously complacent to
assume that sociaindorganizational controls over accessibility of persantrma-
tion aresufficient, or that intrusions intprivacy will ultimately becomeacceptable
when traded against potential benefits” [2].

Moreover what constitutgeivacyis dependent on the person being askedieée
of information that is private to one perspright not be sgrivate to another. Pri-
vacy also depends on situation and context. Personal information nwymifertable
to share within a small work group, but may weomfortablewithin a larger group
[3]. Speaking to individuals is very different than speaking to the world [16].

Acknowledging this complexity in privacy, weintroduce Privacy Mirrors, a
framework fordesigning socio-technical ubicomgystems. A Privacy Mirrowill
allow users tounderstanchow their personal information may bieed byothers, to
understand how they and their information participate insfretem, tounderstand the
socio-technicalubiquitous computingystem. We use the terrmirrors because we
want methods, mechanismand interfaces toreflect the history, current state, and
nature of socio-technical ubicomp systems.

4 Privacy Mirrors Framework

Privacy Mirrors help useranderstandhe socio-technicatystemand consequently be
able to shape it to fit the users’ privacy needs. They bring tiothgroundthe flow,
state, and history of what once may have been invisible information.

Privacy Mirrorscoverfive characteristics imall of the three environmentstated
previously. The five characteristics of a Privacy Miraoe: history, feedbackaware-
ness, accountability, and change. Privacy Mirpsvide history of the information
flow and interactions throughout thlereeenvironments. History information, flow,
and current states of the environmeauts providedhrough visibility andfeedbacko
users. This feedback providesarenessndaccountability All this, in turn, enables
users to enaathangein any of the three environments, and thus, change the system.

To ground the framework, we will present it along with an example. Many of the
challenges of a groupwaralendarsystem (GCS)re similar to thechallenges of
ubicomp systemsparticularly privacy in a socio-technicaystem [21]. Wewill
describethe five characteristics ofthe framework,note how theramework has been
applied tothe design of a Privacy Mirror for &CS beingdeveloped byour group



called Augur [29], and present some questiodssigneramight want toconsider for
each characteristic.

4.1 Provide History

Recording history is not an entirely new and novel concept. Asdhgegoes,inter-
preting the path of the future madeeasier by understandinbe past. Thghysical
world recordsits own history (e.g. the rings inteeetrunk or thewear of ahiking
trail). Some digital systemecordtheir statusandactivity in logs (e.gweb server
access and error logs, credit card transactions, phone usage, autolthatith logs).
However, what is fundamentally different in digital (especially ubicomp) technology is
its ability to record and process massive amounts of history.

Working upon visions by luminaries such as Bush, Engelb¥eiser, and Bell,
researcherbave useddigital technology tarecord andorocess classroom lectures [1],
meetings [22][24]and general experience [11][4][28].The amount of information
collectedthrough these systems is lar@eryinteraction,every statechange in the
digital system can bsaved. Indigital systemsdesigners can hawbe systemtrack
and log as many or dew statesandinteractions as they want. This isuaique as-
pect of digital technology.

History contains a wealth of information. This informaticould be a person’s
communications for theay, to bereflectedupon at a latetime. This information
could be who and how many people accessessearctgroup’s web page. With his-
tory, people can more accurately and more easily reflect upon the past arainierfgr
ing trends for the future.

However, because the information resides in a seyi&em as well as t@chnical
system, we want users tomderstanchot only technical statechangesbut also how
people interact with that information (i.e. accasgusage, who was involveayhere
it took place, when it took place, and so on). Much like a hiking trail, social systems
do not form instantly, they take weeks, months, sometiygass to gather collective
acceptance ofulesandnorms. Having history information will give peoptgeater
insights into the social systems in which they are a part.

Let's see how history has affected the design of Augur. Most importaptivacy
is the history of the social environment. Augur logsaaltesses ahe groupshares
their calendars, because agji@up shares theindividual calendars andses them in
everydaypractice, they form socialorms. These normsare manifested irthe way
people use the system and are revealed in the trails of social history left dnpupe
[10][29] — who looked at whose calendar, when, how often, from where, and so forth.
Thus, thebetter a groupunderstandshe technical workings as well as the social
norms of the system, the better they can shape that system to fit their privacy needs.

Some questions designers might wantdosider areHow to summarize the past
so people can more accurately and more easily understand it? What do people want to
know? What trends and patterns are peopkrestedn? What specific questions do
people want answers to? What needs to be recorded? What doesn’t neeectodea
(what needs to be left out)? What is socialhacceptable toecord? How does con-



text get recorded alongside the data? Should data deteriorate over timehegdsato
be forgotten? Should history be exact, especially wtserecall is not framed in the
same context?

4.2 Provide Feedback

History is usefulandimportant. However, it hadittle value if it is not presented,
even detrimental if users do not know that history is being recorded. We neekdo
invisible information visible, and we need to present it in appropriate wayswiiait
is appropriate? What is the best way to present the flow, staddjstory of invisi-
ble information to the users?

Depending orthe informationandthe situation,certain mediamay be better re-
ceived than others. Because humarepredominantly “sight animals,” visuahedia
work well [20]. And in the realm ofsight, certainvisualsaremore compelling and
salient than others, e.daces arebetter recognizedthan written names. However,
visual information is not the onlavailable channel to present information to the
users. Feedback can focus on the other four senses as well.

Another appropriate way to presdaedback isthrough levels. Someone who is
new to the system wilheither want nor be able tanderstandill information about
the system abnce (see figurd). Someone who is busy will not want information
from the system to distract his attention away from his current task. Howweopie
do want to make sense out of their environments [15]. So we must takacaaiant
the users’ current needs and their cognitive models as we present the feedback.
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Figure 1. Providing appropriate cognitive models

As users gain morexperiencawith the system, their cognitivenodel ofthe sys-
tem will grow appropriately. Privacy Mirrors suppadaliffering cognitive models by
providing information at different levels — glance, look, and interactGmncingat a
Privacy Mirror will give a small amount of information, much in the same sense as
when a person walks by an actual mirand notices in the reflectiothat something
is stuck on his shirt. An example ofnceinterface is an ambient displagesigned



to give information withoutequiring extraattention oreffort from its audiencq13].
Stopping andooking at a Privacy Mirror will give more informatiofecause more
time is spent scrutinizing the reflection. An example dbak interface is an infor-
mational display, designed simply to give information toaitslience. Flight arrival
and departurecreens aairportsaretypical look interfaces. And interacting with a
Privacy Mirror will give the user the most amount of information. The caerask
the system to provide more information, to giyeaterdetail, or tonarrow orwiden
the scope of inspection. An example ofiateractiveinterface isany of theinterac-
tive programs that are normally seen on desktop computers.

When providing information adifferentlevels, it is important not toverload the
user. However, this also means that at the top levels, only a amiaklect amount
of information can be presented to the user. That select amount of inforrsiaiaid
be what the user wants to know in tipatrticular situation. Anideal interfacewill
encompass all three levels, so users can always dig forinformation. Brad Rho-
des had a similar notion to lessen disruptions; he called it “ramping interfaces” [23].

The levelsarealso reminiscent oBen Shneiderman’¥isual Information-Seeking
Mantra: overviewfirst, zoomand filter, then details ondemand[26]. This is not
surprising becausfeedbackhas the potential thave a very large dataset. However,
the glance level of a Privacy Mirrodoesnot necessarily mean an overview of the
dataset. It could be one specific piece of information that the user is interested in.

Yet another consideration for appropriateness of feedback is the location at which to
present the information. Some information, in a sedseshave a “native habitat.”
Using our GCS examplelectroniccalendatinformation can residgust aboutany-
where because it isnly a pattern oterosandones. However, to peopleschedules
are in Palm devices, in Outlook, or¥ahoo! Calendar.The native habitat for their
individual calendar is wherthey go tofind that information. Unfortunately, not all
information have alefinedsense of location. We warfdedback to bepresented to
users; so sometimes we will need to presentfabdback inboth “user space” (user's
physical space) and “information space” (the information’s “native habitat”).

Focusing on privacy, Augur users know who lasessedheir calendarhow re-
cently, what was looked at specifically, and from where? Users want this information,
because for example, a stranger accessing calendar information from the same building
will invoke different comfort levels from a stranger accessoaiendarinformation
from a foreign country. Knowing actual usage of thegilendarinformation will give
users betteinsights on how teshape the system to satisfy thenivacy needs and
comfort levels.

Visibility and feedback afeindamental aspects &fCl [19]. Thus it is anatural
extension for ubicomp systems poovide feedback, tpresentnot only history in-
formation, but also the flovandstate of the invisible information of the system to
users. Withappropriatefeedback,users will understand and bmore aware of the
system. And thus make the system margelligible. Weaddressawareness in the
next section.

Some questions designers might want to consider are: How to address the senses ef-
fectively for feedback? How to provide differentlevels of information? Where to



provide feedback? How to provide feedback togroups as well amdividuals? What
feedback is important to people?

4.3 Provide Awareness

Feedbaclkprovides peoplavith information about the flow, statend history of in-
visible information. Awarenessarises when people procetfmt information. In
particular, when we saawarenessywe mean that people are aware of;

1. How they participate in the socio-technical system

2. How others participate with respect to them and their information

3. How everyone carand cannot participatgfeaturesand constraints) in thesocio-
technical system

With awareness, people can interpiegir relationship with the sociatechnical,
and physical environments in which they live and work:

Social- They mayfind out that theircalendaninformation is notused orseen by
their supervisors, but rather that their calendar information is more likely used by their
subordinates [9]. They may be able to betimterstand angredicttheir colleagues’
needs because they are more aware of their colleagues’ action with respect to them.

Technical- They may be able to understand that any calendarinformation will
not be shared with others until they synchronize their Palm devices.

Physical— With awarenesshey mayrealizethat opening theiwindow blinds al-
lows in sunlight thabverexposes their camerafording them a little privacy by
controlling how much video information leaves their space.

A user’s needs and practices will dicthimv muchawareness he requiresor ex-
ample, the system may be able to display wholbalsed atthe user’scalendarinfor-
mation. However, if a user does not reafyrewho hasreadhis schedulethenthere
is no need to provide this service to him. Pedpeeonly a finite amount oftten-
tion to give; providing unneeded information is more of a hindrance than a service.

Awareness of the system will better form the user’s comfort lewethis usage of
that particular system. Monitored workers experiendaigher levels ofdepression,
tension,andanxiety, andlower levels of productivity than those wiape not moni-
tored[25]. Privacy Mirrors strive to give users a bettederstanding othe flow,
state, and history of information throughout that system. Withltbiterunderstand-
ing the usercan see ithis personal comfort level for privadits within the current
workings of the system. And because the informatioprésented at differem¢vels,
he will bebetter able to incorporatbat information into his work. In thease of
being monitored, he may change the monitoring to a level he can tolerate.

Most legislative and normative efforts have aimed at provignegter awareness of
the recording ofpersonal information. For example, i®73, theDepartment of
Health, Education, and Welfare created a commission to study the impact of computers
on privacy. That commissioareated &bill of rights” for computersanddigital in-



formation — the Code of Fair Information Practices. This code is based oprifice
ples:

1. There must be no personal data record-keepygiemswhose very existence is se-
cret. [Feedback and awarendss

2. There must be a way for a person to find out what information about the person is in a
record and how it is usedHistory, feedback, awareness, and accountability

3.  Theremust be away for a person to prevent information about the person that was
obtained for one purpose from being used or made available for other purposes with-
out the person’s consen€Cliangé

4. There must be a way for a person to correct or amend a record of identfifzisle
mation about the person.

5. Any organization creating, maintaining, using, or disseminategrds of identifiable
personal data must assure the reliability of the data for their intended use artdkaust
precautions to prevent misuses of the data.

One can sebow the privacy principlebave influencedPrivacy Mirrors. History
satisfies principle #2.Feedbacksatisfies principles #and#2. Awarenesssatisfies
principles #1 and #2.Accountabilitysatisfies principle #2.Changesatisfiesprinci-
ple #3. Principles #4 and #5 are not explicitly addressed through the Privacy Mirrors.
However, such properties are needed to engender trust of any ubicomp system.

In the Far East, similar guidelinésve been passed, for example Hong Kong
Personal Data (Privacy) Ordinance [18]. The European Union passed the EU Directive
95/46/EC of 1995[8]. One of the biggest impacts from dvisctive isthe notion of
explicit consento the processing of personal data. Treiguiresthe user to unambi-
guously give his conseteforehis personal informatiortan beprocess. Ineffect,
the directive has added accountability, a principle we will address in the next section.

Some questiondesigneramight want toconsider areHow to convey cognitive
models of larger socio-technicsystems? Whaare different awareness needs? Do
users want affirmation that someone is looking? Do users want to seedyoeiad-
ics of particular users? Do users want to see social dynamics of a workgroup?

4.4 Provide Accountability

Tom Erickson and Wendy Kellogg suggest social translucent systavesthreechar-
acteristics: visibility, awareness, and accountability. Visibility and awarenekangio
in hand; visibility creates awareness. Awareness “brings our social rules into play to
govern our actions” [7]. For example, knowing that tlpeafessors canndtear or
identify them, studentsangive a morecandidcritique of their professors.Account-
ability providesthe “I know that you know,” to socially govern people’s actions.
This information “provides a basis for inferences, planning, and coordination” [7].
Social translucence uses properties of the physiodt to desigrsystems tosup-
port communication. While Ericksoand Kellogg are “making social information
visible,” we are attempting to make the socio-technical system visible.
Privacy Mirrors will provide the mechanisnecessary tanake a ubicomp system
a social translucent system. Thus making the system a benefit in the interactions of
the occupants amongst themselves and the system.



Accountability plays a large role in social translucence. It also plays a large role in

Privacy Mirrors, because social and personal information is an intrinsic part of a ubi-
comp system.When someonaccesses a piece pfivate information, thewner of
that information should be able tieterminewho accessedhat information. At the
same timewhen someonaccesses a piece pfivate information, the persodoing
the accessing shouldiso know that his actionsave beemrocessed irsome way.
The feedback tdoth partiexcreates gyou-know-that-1-know-that-you-knogondition
that as we have just said, bringlseady well-definedsocial and cultural practicesinto
the situation [7]. Social codes of conduct vifiifluence howboth peopleandtechni-
cal systems perform. Knowing thgdu-know-that-I-know-that-you-knoaffect peo-
ple’s behavior, in both sharingnd obtaining data. A complex, technicakecurity
system may not beeeded ifsocial pressurewill keep people from accessimgch
others’ information. And becauseeople will know what theechnicalsystem is
doing, accountability will play in a role in which systems may diaga,which may
transmit data, or which may process any data at all.

As an additional benefit, accountability also plays a role when a vagus oell-
formed privacy space ispproached. Knowing that you-know-that-I-know-that you-
knowgives a concrete subject and shared understanding for people to communicate and
form social norms for that space.

It is also interesting to note that the owner of the information isnaoéssarily re-
sponsible for the usage of that informatiolsometimes the responsibilityan be
delegated tahe recipient. For example, peopilave their parents' phone numbers.
However, it isnot up to theparents to set when theihildren canand cannot call.

The caller shares some responsibility for that before each call.

Back to our GCS example, much like peeking orngadinto a colleague’s office,
visualizing calendaraccessesvill give both partiesinvolved theawarenessand ac-
countability. From thecalendarviewer’'s perspectiveaccountability brings in social
norms for viewing otherstalendars —perhaps, in this group, viewingnother's
calendarevery 10minutes isfrownedupon. From thecalendarowner’s perspective,
knowing who and how often someone has looked at his calendachraagehis com-
fort level for sharingcalendaiinformation. If no one looks at hisalendar, itwon’t
matter how he maintains his calendar. If a trusted colleague is looking Gidridar
often, he might initiate contact to see if his help is needed.

Some questions designers might wantaosider areHow to provide accountabil-
ity while maintaining social lubricants such as plausible deniability? What kinds of
interfaces will hold people more accountable than others, especially disémebodied
digital world?

4.5 Enable Change

Change is the ability to use Privacy Mirrors to shape the socio-technical. We do not
want to focus just on the technical part of the system, but also the pagtites and
physical environment of the system. Privacy Mirrors give people a cognitidel



so theycan anticipatehe socio-technicatystemandadjust it appropriately, through
technical, social, and physical means.

The system gives certain information as feedback. The user should be atile to
ize that information to form aawareness othe things hdinds important. If he is
aware of a beneficidlow of information, he may want tprovide more information
to feed that flow. If he is aware of an unhelpful flow of information, he may want to
stop that flow altogether, he may restrict that flow, or he may wamiadify the
information involved in the flow. Being aware of andinderstandinghe system, the
user can change technical, socaidphysical workings of the environment better
fit his needs.

For example, if a user knows how lualendarinformation is beingaccessed, he
can affect the flow of that information by changing the permissions of #mressing
the calendarinformation. Affecting a changeghrough this type otechnical means
may be an engineering challenge. As anotpgion, theuser can elect t@roduce
changethrough more social means. The useight want to changehis coding
scheme, such that while tldescriptionsarestill available, they only make sense to
him. For example, an appointment with Dr. Morgdranges from “Dr. Morgan” to
simply “Morgan.”

Paul Dourish, Annette Adler, Victoria Bellotiynd Austin Henderson's experiences
with video-mediated awarenesgstems point to thaeedfor users to be able to see
how their image isprojected toothers. By knowing how others saw themedia
space users understood how the system worked. Media space useexpdtgnented
over a period of time with the placement aadge of video camerasd microphones
[6]. By having thefeedback toshow howvideo was transmitted, thewere able to
experiment with thelacement of videeameras tdest fit theirneeds. Because of
technicallimitations, soundfeedbackwas not as straighforward asvideo feedback.
And without feedback, sound usage and microphone placement were more problematic.

The experimentation of placement and range on aantikvideo equipment inspired
Bellotti and Sellen toaddresghe issue of privacy immedia spacesnd consequently
ubicomp environments through their notion of control and feedback [2].

« Control:  Empowering people to stipulate what information they project and who camoiget
of it.

» Feedback Informing people when and what information about them is being captured and to
whom the information is being made available.

Before one canfully implement control, onaeedsthe feedback to understand the
possibledifferenttypes of information to control After understandinghe feedback,
the occupant of the ubicomp system will be manare ofthe differentkinds of in-
formation available to theystem. With thisawarenesshe persorcancontrol and
managethis information. Feedbackwill help with the controland management.
Then the cycle continues.

Some questions designers might want to consider are: How to prestamghage
of change to people? What is the language of technical change@irecimanipula-
tion of the feedbackrovided bythe system? Could it be settipgivacy preferences
by example and letting the system work out the rules of information flow?



4.6

Summary of the Privacy Mirrors Framework

Social environment

Technical environment

Physical environment

History of

Feedback of

Being in the social
environment and having
feedback of its history
will give insights into the
customs, norms, rules,

Web server logs, auto-
matic tollbooth logs, and
credit card transactions
are examples

Rings of a tree trunk,
wear of a hiking trail,
and stacks of recently
read papers are exam-
ples

and practices of a grouq

Numbers, rates, and
status. What the system
knows and how to dis-
play it

Physical space already
has its own feedback
mechanism.

Awareness of

Knowing customs,
norms, rules, and prac-
tices

Knowing how and what
the technical system is
doing

Knowing the physics of
the current space

Accountability of

Y ou-know-that-I-know-
that you-knowand the

Technical system tells
people what it knows,

Having spent their entire)
life in the physical

cultural norms that
accountability brings into|
play

how it knows it, and wha
it plans to do with that
information

environment, people
know the accountability
of it well.

Change of Modifying customs,

norms, rules, and prac-
tices. Changing descrip
tions in one’s calendar ig

an example.

Modifying permission
settings is an example.

Rearranging furniture is
an example.

To summarize the five characteristibsstory and feedbaclprovide users withaware-
ness and accountability. Tlavarenesandaccountability then help users thange
one or more of the social, technical, or physical component ofdhi®-technical
system.

Privacy Mirrors will allow users tdplay” with the system — enactinghange and
seeing thefeedback reflectedback to them. See amnwantedweb pageaccess?
Change that web page or add a passwortseethe accesgatterns to that wepage
change. See more people viewicaendarinformation thanexpected? Change the
calendar and see how the access patterns change.

The characteristics of Privacy Mirrors combine to enable users to make sense of the
socio-technicakystem in which they live. Privacy Mirrors allow people uader-
stand the system better by revealing the system’s capabilities as well as the system’s
constraints. Understandinghe socio-technicatystem will allow users to bbetter
informed when requesting new technical featamedfunctions. Privacy Mirrors also
give people another perspectiveunderstandinghe actions of othersecauseaccess
to information is tracked and accountability becomes a part of the system. wilhey
help usersfind social improvisations, if dechnical function ismissing. Privacy
Mirrors allow people to make sense of the world around them.

“What people prefer and care about both influences and is influencedebthought
process. People’s comfort, their sense of feeling at hantitheir confidence in any
given settingare all inseparablefrom their knowledge of thatnvironmentand from
how readily knowable that environment is.”

— Kaplan and Kaplan [15]

By enabling people to understand and shape the socio-teckystai, we hope to
allow people to make sense of their environment (inthakte social, technical, and
physical environments), giving users comfarid confidence. From environmental



psychology, we know that peopteeferenvironments thaare more likely to meet
their needs. Just as people need food and affection, making sense of their environment
is a continuingconcernthroughout their lifetime. Peopkremore likely tofavor a
situation where there will be enough to eat, where they will be receivedfféttion,
and so on. In this way, people have a preference to environmentsdhatre likely
to meet their needs for the future.
Thus, we can use environmental psychology to informdésign of PrivacyMir-
rors, as a whole. A well-liked environment has [15]:

Coherence how easy it is to organize and structure

Complexity: too little would be boring, too much undesirable

Mystery: a preferred environment is one that give the impression that people amyire
new information if they were to travel deeper into it

Legibility : an environment thaboks as ifpeople could explore extensivelyithout getting
lost

> whpe

Now that wehave outlinedthe Privacy Mirrors Framework, we will use that
framework to critique an early prototype of a Privacy Mirror.

5 Critigue Web Server Log Mirror

Lo

Figure 2. Web Server Log Mirror on a peripheral display

The World Wide Web is amherently public,sharedspace. However, homepages
andwebsitescancontain all sorts of information, from persorggtails torandom
trivia. Outside of the website administratiew have access tmformation on who
visits thesepages or which pagesere visited. WebAware displayedvhich pages
were accessed in a galaxy-like format using a large LCD [27]. It was acpraadrsa-
tion piece, spurring mangonversations about their website. We build upon that
work to make the WelServerLog Mirror (WSLM), bringing erstwhile invisible



information to aperipheral display (see figur®). The WSLM usedsreemaps to
visualize pertinent information found in the logs of web servers [14] [12].

Using Treemaps, whave implementetivo versions of the WSLM.One shows
who has visited a website (any part of 8ie). In this version, th&reemap is di-
vided using thedomain and host namesssociatedvith eachHTTP request. This
means machines coming frohedu” are inone rectangleand machines comindrom
“.com” are in another rectangle. Within each rectangle, the domain and host names are
brokendown by sub-domain namesintil a specific machine occupies aingle rec-
tangle withinrectangles okimilar domain and hostnames. Foeachmachine, the
number of hits coming from that specific machine determines the size adiamgle.
An additionaldimension of time isaddedusing color. Theectangles vary in color
betweenthe shades oblue and yellow. The more yellow theectangle, themore
currentthe last visit has been. Bright bloectangles contaiwisits thataretwo or
more weeks old.

The other version of the WSLM shows whighge was visited (by anyone). The
rectangles in this version represent specific pages on the sitehieFaechical nature
of Treemaps is mapped tihe hierarchical structure of web agetred onthe file
system. The use of color to distinguish the dimension of time remains the same.

History —

History is shown through the sizmdcolor of eachrectangle. For example, in the

first version that tracks machinascessing a particular wedite, onecan seethat a
machine name gigan.cc.gatech.edu &agssedhe site many timeflarge rectangle)

and the last access was approximately one weeknaigdle shade). However, afiner
understanding of the access history is not to be had through this interface. There is no
way to usethis interface to se¢he distribution ofaccessethrough aweek — nine

days of noactivity followed by a surge 01000 accessetok the same as 100 ac-
cesses spread over the last 10 days.

Feedback-

This prototype presents an aspect of history with the limitations stated above. It also
shows who (which machine) hascessedhe web siteandwhich particular page was
accessed.

The prototype implements thhreelevels of glance, lookand interactive. One
can glance at the interface and gather from the color patterns to see if the biéerhas
visited lately. Onecanlook to see which domains have visitdte site moreoften
than others. And interactively, onecan drill down to seethe activity of aspecific
machine.

One missing aspect déedback isthat we do not tell visitors that warelogging
them. The feedback, as it stands, only benefitotreer ofthe website. Onesim-
ple solution is to state on the wehgethat logging is taking place. A better solu-
tion might be to let the viewers see what kind of information the web sit®dgesd
with respect to the viewing machine. However, because machinebawesnultiple
users, giving theurrent usehistory information of the machine may invitgher
privacy issues.



Another consideration is to presdaedback orthe webpageitself. This would
put thefeedback in‘information space.” However, peoplsually do not visitheir
own web site all that much. So in thiase,putting thefeedback inthe web site is
not a good idea.

Awareness-

When wefirst startedrunning the WSLM, the version tha&isualized whichpages
were accessed the most, we saw a large number of accesses to pages whietitstarted
“/script.” We werenot aware ofany “/script” directory onour Apacheweb server.
Those pagesinder*/script” did not existand the webserver reported iso, but at-
tempts toaccesghe “/script” directory continued. Though imade nosense at the
time, it wasquite apparentrom this PrivacyMirror that the “/script” directory was
popular. Within a few days, it was national news that various web server wanns
trying to exploit security holes in the Microsoft webrverand*/script” was where

the security hole was.

The web is public in nature. However, werestill surprised bythe actualusage
of our website. Wedid not realize somany people frondifferent countries visited
our web site. We did not realize search engines crawled through our web sitego
times. And with the constanfeedback, wenow have an understanding tifie web
space’s activity and an added sense of awareness.

Accountability—

This prototype logs hostnames and IP addresses. So for the mostdpddyals are
not heldaccountable fotheir browsing patterngecausanost of the time, it is not
easy to connect a person with a hosthame. Moreovesethier isnot held account-
able for its logging practices because tlaat is neverevealed tathe viewers. Visi-
tors do not know that the web page owners can see whaataégiewing. Thusthis
does not creatthe sense thatou-know-that-l-know-that-you-know. While thewn-
ers may know the visitor's activities, no social noramslvaluesare brought in to
govern actions of the visitors. Only tbeners’actionsare changed, as weill see
in the next section.

Change-
We decided itwas time tochangeour group’s website. However, like many other
researchgroups, our list of things to do is lorapdour time limited. The WSLM
was presented tdhe group as a proof of conceptfter many weeks, the WSLM
reflectedthe history of our group’s websiteack tous. Now that wehave a better
understanding of the system, we can shape it through changing the content of the site
(social) or adding passwords (technical) or do nothing at all. Because of a baigrwe
found, this Privacy Mirror told us that no one was visiting our group’s dieliev-
ing in the Privacy Mirror, we changed our behawaad decidedthat it wasacceptable
to do nothing for a while and delay the update of the group’s site.

In this case, evetthough it was erroneous, the Privacy Mirdid change behav-
iors.



6 Discussion

Privacy Mirrors and their history, feedback,awarenessaccountability,and change
have been greatly influenced by prior research in privacy politiediaspaces, social
translucent systems, as well as environmental psychology. g@atergoal for Pri-
vacy Mirrors is tobring “physics” to ubiquitous computing. We want teeate
“worlds that give concrete existence to abstract entities operatoayding to ghys-
ics of our choice.” [10]

Humans can be quite adept at reading the environment. In a phsedidad), peo-
ple are good agstimating howfar their voicecan traveland changetheir activity or
conversation accordingly. e currentdigital environments, there's no way te|
how far a person's voice or other personal/private information may flow. What if the
architecture of the physical environment is incorporated to show searsiropmputa-
tion? Howcan displaysandcues ofdatacollectionandprocessing be a part of the
architecture aday windowsandkitchen islandsare apart of a house? Whetone
right, the physical world provides what Erickson and Kellogg tersoeahl translucent
systemd7]. That is, systems in which humaiméeract gracefullywith each other
because people and their activities are visible to one another.

Because ofxposure tceverydayspace, sociallyacceptedexpectations in physical
space have developed. When people enter a restaurant, people become instantaneously
aware of the space. They know how to act and bettepending orthe environment.
There ardormal restaurantandthereare BurgeiKings, but mostpeople actaccord-
ingly in the appropriate place. Inveell-designedestaurant, peopleill know where
the restroomarewithout needing toask. In adanceclub, peopleare “persuaded”
through the architecture and interior design to gather at the bdante orthe dance
floor, or to sit at boothandtables. Thedesign ofthe spacetells peoplewhere to
dance, where to drink, and where to talk (or rather to shout).

This is about beingware ofthe placeunderstandinghe placeunderstanding the
physics of the place (dancing is appropriate on the parquet floor and apprepriate
on the carpet), and having the society agree to expectations for that place.

In the digital world, wearegods. Wecreateour own physics. Wean create our
own models for history, for wear, for any aspecphbfsics. Weagreewith Hill and
Hollan; it is “crucial to emphasiz¢hat the physicgan be motivated byinderstand-
ings of thecharacteristics otognition andtasks.” The physics of the negpace
should help people in the process of recognition, prediction, evaluation, and action.

Because walesignthe underlyingphysics model, weean imbue themodel with
characteristics not found in the real world. For example, irghkworld, it isdiffi-
cult to managethe traces we leave as we travetee world. Once we wear down a
book, it is difficult to take back that “wear.” However, in the digital world, if we, the
designers, wanted digital world in which wecould manag®ur traces, in which we
could take backhe traces wdeft behind, itwould only be a matter oflesign and
implementation.

With a consistent physics model, all users gilareand experiencethe same
model. People will work together better when they share the same model.willhey



all havesimilar understandings dhe featuresand constraints of the system.They
will share similar expectations from the system.

Throughunderstandinghe physicsandthe history of a space, people wilhder-
standandknow what isappropriate fothe spacethey happen to bm, even if that
space does straddle the technical, social, and physical worlds.

What we will have are not just Privacy Mirrors, but Mirrors,general, tounder-
stand and shape the system, whether for privacy, productivity, or entertainment.

7 Conclusion

To conclude, privacy is known issue in ubicomp [17gxasperated by an oft-cited
feature of ubicomp — invisibility [31]. Adding to the complexity, ubicomp systems
are inherently socio-technical, spannirgree environments: social, technical, and
physical. Ubicomp, likemediaspaces, is socio-technical in natued is embedded
within socialandcultural contexts. Taddresgrivacy issuesandsolutions in only
one environment (be gocial, technical, or physical) is inappropriate imprudent
[2][5].

We haveintroducedPrivacy Mirrors, aframework for designing socio-technical
ubiquitous computing systems. Privacy Mirrors help userderstandthe socio-
technical system and consequently be able to shapefiit ttee users’ privacyneeds.
Enabling a system faunderstandingnd shaping brings to th@regroundand makes
visible the flow, state, and history that once had been ibakhkgroundandinvisible.
Further, understanding and shaping slgestem not only helpgesolve privacyissues,
but will also allow people to make sense out of wweld aroundthem, toeffectively
andconfidently incorporatéhe system into theineeds, practicesjalues,and sensi-
bilities. 1t makes for both a usable system and useful system.
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